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Enterprise Network Models for Counterfeit
Part Supply Chains Workshop

1:00 — 2:30 (Eastern Time)
Traceability, Tracking and Transparency

Panel Chair: Michael Ford (Aegis Software)
Panelists: Radu Diaconescu (SWIE), David Mills
(Alitheon), and Cameron Shearon (Raytheon)
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Questions and Topics Addressed

 What motivates companies in participation?

* How i1s the value of information sharing determined and weighed against
counterfeit risk and interest of protecting business information?

 In the transactions and through the supply chain, what should be tracked and
what can be tracked?

« How are the “value” and “effectiveness” of distributed ledgers quantified? How
are the technologies verified before implementation?

* (Can a track and trace system survive changes in technology, company
ownership, changes in the law regarding data retention, etc.?
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Panel Notes — Tracking

« Software based, machine-recorded and machine-shared data sharing
for internal and external traceability

* The weak points can be 1solated and neutered 1f not eliminated
* Have to be combination of internal and external traceability

* To encourage participation, make the cost closer to the benefit, that
1s make the cost of counterfeiting higher. Have benefits beyond
counterfeit: Trust and liability and Brand protection

 Increase speed of business through adoption of tracing and tracking
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Panel Notes — Tracking

* With a blockchain — you will know 1f somebody tampered with the data
— do not expect 1t to work like magic

* With a blockchain when a company departs, 1t does not matter

 Size of the data 1s overwhelming — how much 1s needed and how much
are you prepared to store is a secure environment. Who will pay for this
— storage of data — can we trust one person —

« Limit data sharing to “have I seen 1t before” without giving the details
of the product. Process traceability can help reduce the data of product
traceability by moving the trust to process that produced it

* Credentials are like college degree — you do not need publish all the
transcript
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