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Today’s Workshop

• Objective: Examine enterprise network modeling as a tool for 
understanding and disrupting counterfeit electronics supply chains.

• Participants: Electronics supply-chain members from OCMs to 
users, supply-chain monitoring technology developers, academics, 
policymakers, legal and law enforcement, and other stakeholders.

• Outcome: A report capturing the discussion, issues identified, and 
recommendations for developing, implementing and using network 
models to manage and disrupt counterfeit electronics supply chains.
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10:30 – 11:00 Introduction - Moderators: Diganta Das (UMD), Peter Sandborn (UMD)

11:00 – 12:30 Counterfeit Electronics Supply Chain – Panel Chair: Robert Bodemuller (Lockheed 
Martin)

12:30 – 1:00 Break
1:00 – 2:30 Traceability, Tracking and Transparency – Panel Chair: Michael Ford (Aegis 

Software)

2:30 – 2:45 Break
2:45 – 4:15 Policies – Standards, Legal Acquisition, Law Enforcement – Panel Chair: Bill 

Greenwalt (American Enterprise Institute)

4:15 – 5:30 Network Modeling – Panel Chair: Douglas Bodner (Georgia Tech)

5:30 Wrap Up - Moderators: Diganta Das (UMD), Peter Sandborn (UMD)

Today’s Agenda (all Times US Eastern)
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D-ISN: TRACK 2: Using Enterprise Network Models to Disrupt 
the Operations of Illicit Counterfeit Part Supply Chains for 

Critical Systems

• This is a 2-year “planning grant” funded by the National Science 
Foundation 

• D-ISN = Disrupting Operations of Illicit Supply Networks
• The D-ISN program is not specific to the defense industrial base (or to AM, 

electronics or electronic parts)
• Many of the previously funded projects are trafficking networks for drugs, 

weapons, and people

Program Background
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Program Description
Using Enterprise Network Models to Disrupt the Operations of Illicit 

Counterfeit Part Supply Chains for Critical Systems

• Develop methods of disrupting the counterfeit hardware network for critical 
systems guided by socio-technical network development and modeling
– The majority of the attention on the counterfeit electronic part problem has been on detection
– Detection is important (and necessary), but represents treating the symptom not the cause
– This program focuses on modeling counterfeit networks (for the purposes of disruption)

• The scope of our treatment is safety-, mission-, and infrastructure-critical 
systems

• Counterfeit hardware addressed includes:
– Electronic parts
– Additive manufacturing parts (or hybrids of additive and conventional manufacturing)
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Program Activities

• Hold several workshops:
– AM compromise (June 16, 2021)
– Electronic parts counterfeit network modeling (today)
– Illicit trafficking (October 28, 2021)
– Convergent workshop (summer 2022)

• Develop an enterprise socio-technical network model for 
counterfeiting (focused primarily on electronic parts)

• Identify relevant data and access
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• MChESS (Maryland Center of Excellence for Sustainment 
Sciences)

• CALCE (Center for Advanced Life Cycle Engineering)
• ARLIS (Applied Research Laboratory for Intelligence and 

Security) – UMD UARC
• START (National Consortium for the Study of Terrorism 

and Responses to Terrorism)
• UMD School of Public Policy
• Data Providers: ERAI, ECIA, Lockheed Martin

Electronic part supply 
chain management and  
counterfeit detection 
experience

Industrial security

Trafficking

Electronic part counterfeit data

Acquisition and policy

Who “We” Are
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Motivation

• Nearly all the treatments of the counterfeit electronics problem to 
date has focused on the detection of counterfeits, which is necessary, 
but a purely defensive step. 

• Currently there are no models/tools to test and measure the 
effectiveness of acquisition (government, industry, and company 
levels) policies with regards to electronics supply chains.

• The efficacy of transparency and traceability technologies needs to 
be assessed in light of the entire supply chain.
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Network Modeling
• We are using network modeling to provide a better understanding of 

the electronics supply chain.
• We will utilize the model to identify how and where to disrupt the 

flow of counterfeit parts.
• Model will provide quantification of the effectiveness of actions and 

policies.
– Cost and profit of business practices
– Time delay between actions
– Reduction or increase of risk

For the counterfeit parts supply chain, the network is a combination of technical 
interactions (facilities, detection capability, and flows of parts and money) and 
social interactions (procurement decisions and risk tolerance) …
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Socio-Technical Systems

• Socio-technical systems are comprised of decision-making social 
bodies such as individuals, organizations/companies and 
governments as well as technological artifacts such as infrastructure 
and manufacturing facilities. 

• Individuals, organizations and technologies interact with each other 
to achieve specific goals. Their behavior is restricted by implicit and 
explicit policies and business realities. For example, transaction of 
goods to generate profit while regulations/contracts constrain the 
process.

You can’t model the counterfeit network without considering the technology, 
people and the business environment they operate in.



University of Maryland
Copyright © 2021

11Maryland Center of Excellence for Sustainment Sciences

Background: Network Modeling

• What is a network model?
– A representation of a system in which the object types are nodes and the 

relationship types are arcs. In socio-technical systems, entities are nodes and 
how they interact are the relationships.

• Common types of network modeling
– Discrete events (discrete processes)
– System dynamics (abstract concepts)
– Agent-based (independent decision makers)
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Agent-Based Modeling

• Definition:
– An agent-based model is a model for simulating the actions and interactions of 

autonomous agents (both individual or collective entities such as manufacturers 
and distributors) in order to understand the behavior of a system and what governs 
its outcomes.

– Comprised of a network of independent entities with autonomous decision-making 
capabilities.

• Common use cases: Supply chain, pandemic response, eco-system 
monitoring, advertising strategies, …
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All of these stakeholders and their connections 
represent a network that defines the flow of parts.

Each stakeholder (agent) is described by a set of 
behaviors and goals.

Together, the network and the independent 
behaviors/goals of the stakeholders define outcomes 
that translate into the risk (and timing) of 
compromised parts.

Who are the Agents?

• Customers (“Operators”)
• Original Component Manufacturers (OCMs)
• Authorized Distributors
• Aftermarket Brokers
• Test Laboratories
• Law Enforcement
• Policy Makers
• End-of-Life Participants
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Agent-Based Modeling Pros and Cons

• Agent-based modeling strengths and limitations
– Focused on group behavior rather system output
– Real-time understanding of system behavior
– Computationally intensive
– Sensitive to perturbations such as initial conditions and random events.
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Counterfeit Network and Connections

We have built a 
preliminary model 
for the counterfeit 
part network, which 
will be discussed this 
afternoon
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Possible Uses of the Network
• Identify patterns

– What are the series of events that lead to counterfeit parts being sold or accepted
• Measure risk

– What is the probability that a supply-chain disruption results in counterfeits?
– What is the probability that counterfeits reach the customer?

• Predict timing
– How long will it take for a supply-chain disruption that results in counterfeits to 

reach the customer?
• Test policy

– What is the effectiveness of various policies on the risk and timing?
• Test technology adoption impacts

– What is the impact of technology adoption on risk mitigation and cost?
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Today’s Objectives

• What (who) is the counterfeit network composed of?  - who are the agents?
• What are the connections between the agents?
• What motivates the agent’s behavior?
• Who will use a network model and how will they use it?
• What does the network model need to quantify, i.e., what is worth 

measuring and how do you quantify it?
• Are there existing network, agent-based modeling, system dynamics 

approaches that are relevant to this problem?
• How can the impacts of policies and technologies be tested in the model?
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10:30 – 11:00 Introduction - Moderators: Diganta Das (UMD), Peter Sandborn (UMD)

11:00 – 12:30 Counterfeit Electronics Supply Chain – Panel Chair: Robert Bodemuller (Lockheed 
Martin)

12:30 – 1:00 Break
1:00 – 2:30 Traceability, Tracking and Transparency – Panel Chair: Michael Ford (Aegis 

Software)

2:30 – 2:45 Break
2:45 – 4:15 Policies – Standards, Legal Acquisition, Law Enforcement – Panel Chair: Bill 

Greenwalt (American Enterprise Institute)

4:15 – 5:30 Network Modeling – Panel Chair: Douglas Bodner (Georgia Tech)

5:30 Wrap Up - Moderators: Diganta Das (UMD), Peter Sandborn (UMD)

Today’s Agenda (all Times US Eastern)
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Today’s Logistics
• We will keep people who are not part of specific panels muted during the 

formal panel presentations
• Every panel will include an open discussion

– Submit questions/comments via the “Chat” feature in ZoomGov
• Feel free to come and go as your schedule permits

– If you leave the meeting and rejoin, you will automatically be placed in a waiting 
room from which we will admit you (which might take a few minutes)

• The meeting will be recorded to assist note takers.  The recording and the 
chat will be destroyed thereafter. 

• The meeting will follow Chatham House Rule – no attribution of comments 
or quotes

• This is a public workshop (there may be foreign nationals in attendance)
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